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Secure Training

ﬁ| Homomoerphic encryption: ML madels can be run on
! encrypted data by using a cryptographic method
that allows mathematical operations to be carried
out on ciphertext instead of plain data itself.
S ——

= Secure Enclaves: it is important to protect data that

is currently “in use”. Enclaves are used to execute ML

waorkloads in a memory region that is protected from

unauthorized access.
_—

&, Federated Learning: originally proposed by Google,
the main idea is to build ML models based on
datasets that are distributed across multiple devices.
This solution makes possible to train a model

collectively without sharing private data between |:>

devices
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Deep Learning models require large amount of data to
be trained. Any use case reguiring the processing of
data like: images, videos, full names, addresses,
sensitive information and so on. This represents a
potential risk for privacy breaches.

For this reason, there are different methods for
protecting data during training and others during the

inference time.
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Secure Inference .- viu:idat

(]| Edge Computing: Al models are deployed on edge devices,

enabling real-time and on-device image processing,
without sending and storing sensitive visual data

Image Obfuscation: traditionally private sensitive visual
data are anonymized by applying technigques such as
pixelation, blacking and blurring. However, the traditional
obfuscation is an approach that can be defeated by
sophisticated neural networks that can successfully
reconstruct up to the 70% of original data.

7 Removal of Moving Objects: an alternative to blurring is
represented by the automatically removal and inpainting
of sensitive regions like faces and licence plates that are
typically moving objects.
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